
  +61 2 9221 5555        info@infotrust.com.au          www.InfoTrust.com.au

PREVENTING 
CYBER ATTACKS ACROSS

THE SUPPLY CHAIN

https://infotrust.com.au/


  +61 2 9221 5555        info@infotrust.com.au          www.InfoTrust.com.au

We live in an incredibly connected age. We outsource 
multiple activities, do business with countless third 
parties and work with numerous partners. And 
this sharing economy of partners, freelancers, 
and contractors makes sound business sense. By 
collaborating and working with others, we can focus 
on our strengths and grow our businesses. However, 
all that teamwork comes with risk too. Regardless of 
how strong defences are, there is still a very real 
risk that attackers can gain access to a network by 
breaching the systems of its suppliers and partners. 
Our connected nature means that we are all just one 
compromised supplier away from being the victim 
of a cyberattack. 

The issue is that cybercriminals are ever keen to 
find the least path of resistance to cause chaos. As 
larger enterprises have become better at protecting 
their environments, criminals have become more 
creative in their efforts to select desirable targets. 
Supply chain attacks have been on the rise for some 
time. And this certainly hasn’t been helped by the 
COVID-19 pandemic, which saw cybercriminals 
take advantage of new opportunities. In a report 
by CrowdStrike, an incredible 66% of respondents 
reported that their organisations had experienced 

a software supply chain attack within the last 
12 months. Despite the huge volume of attacks, 
organisations aren’t prepared and aren’t doing 
enough to vet their suppliers and to build supply 
chain resilience. 

To defend against the risk, your company needs to 
think beyond its own security posture and must keep 
track of protective measures across key suppliers. 
In this guide, we’ll delve a little deeper into what 
a supply chain attack looks like and the different 
routes of attack. We’ll then talk through mitigation 
strategies and how you can reduce your risk and 
protect your wider network of partners.
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HOW A SUPPLY 
CHAIN ATTACK COULD 
INFILTRATE YOUR 
BUSINESS 

A supply chain can include outside contractors, small 
vendors, and independent consultants. However, 
these smaller companies often lack the cybersecurity 
resources to defend against attacks and have 
unpatched vulnerabilities, outdated software and 
more. A supply chain attack offers the ideal way for 
cybercriminals to infiltrate supposedly well-defended 
businesses. The idea is to use the weakest link, in 
this case, less secure networks within the chain. The 
initial victim may not be of much value, but it is a 
doorway into bigger and more lucrative targets. 

There are several ways that your business could 
become a victim of a supply chain attack. This includes 
attacks within three key areas, endpoint, email,  
and cloud.

A supply chain attack offers the ideal way 
for cybercriminals to infiltrate supposedly 
well-defended businesses.
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As a result of recent ransomware attacks, 
businesses have become increasingly aware of 
the importance of recognising phishing attacks. 
However, regardless of how well their employees are 
prepared, many have low confidence in the ability of 
their contractors. In fact, a recent study reported 
that only 29% of businesses were confident that 
their contractors with network access could spot 
phishing attempts via email. 

Business email compromise isn’t unique to your 
business, vendor email compromise is also a threat. 
Cybercriminals leverage stolen login credentials 
to infiltrate email accounts belonging to workers 
at a supplier. They then use these compromised 
accounts to monitor communications and gather 
intelligence. Fraudulent emails can be incredibly 
realistic as they will request payment for goods and 
services that have been purchased. What’s more, 
they will be well-timed and in line with your day-
to-day operations, including information only a 
supplier would know. Supplier account takeovers 

aren’t used solely for financial gain, you could lose 
intellectual property, sensitive information, and 
customer data.

1. EMAIL ATTACKS IMPERSONATING BRANDS AND  
 COMPROMISING ACCOUNTS 
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2. ENDPOINT ATTACKS USING RANSOMWARE AND MALICIOUS  
 THIRD-PARTY APPLICATIONS 
Reports of ransomware attacks often hit the 
headlines. No doubt you have heard of the WannaCry 
and SolarWinds incidents. The most recent example 
was the compromise of Kaseya, an IT solutions 
developer. The ransomware attack compromised 
users of the on-premises version of Kaseya’s VSA 
remote monitoring and management software. 60 
service providers and 1,500 customers were victims, 
receiving demands of $70 million in return for 
their data. What was particularly interesting about 
the attack is that the company often pushes security 
updates to its customers and the safety feature 
itself was used to push out malicious software to its 
customers instead.

Supply chain attacks often attack third-party vendors 
who offer services and software. This software 
is not written from scratch. It involves off-the-
shelf components, third-party APIs, open-source, 
and proprietary code from software vendors. It is 
surprisingly easy for cybercriminals to inject malicious 
code into an application to affect all its users. If you 
download applications or software from a vendor that 
has been the victim of an attack, then your business 
could easily be compromised. 

https://infotrust.com.au/
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3. CLOUD ATTACKS USING CLOUD-BASED  
 MALWARE AND SHADOW IT
The cloud differs from traditional or on-premises 
environments in many ways. Firstly, cloud 
application development uses open-source 
components. Some of these are well-governed, 
however, others are not. Malicious actors can easily 
masquerade as contributors and depending on 
their position within the supply chain, can spread 
their code amongst many businesses. What’s even 
more important to consider is whether you have 
full oversight over the cloud applications that your 
employees and partners use. 

Shadow IT happens when systems are used as a 
solution for immediate operational needs and aren’t 
approved by IT. This means that they won’t fall under 
the normal level of scrutiny and protection. There 
are countless consumer applications in the cloud 
such as file sharing apps and collaboration tools, 
but also enterprise-class SaaS applications. While 
Shadow IT can help your business collaborate with 
your partners, it can introduce significant risk. 

https://infotrust.com.au/
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THE MITIGATION 
STRATEGIES YOUR 
BUSINESS NEEDS Supply chain attacks are a business-critical issue that 

can impact relationships, finances, and reputations. 
It’s vital that you assess your security posture and 
understand how you could be targeted. Software 
products can’t be validated once and assumed 
secure. And, likewise, suppliers can’t be automatically 
trusted. According to CrowdStrike, only 32% of 
people fully vet their suppliers, so that is certainly 
a good place to start. You should conduct a security 
assessment before entering a contract with any third 
party and identify what data is shared with outside 
parties and how it is managed and consumed. 

However, vetting your suppliers and partners is just 
the first step. To protect your business, you need to 
also integrate security measures across your vendors 
and partners. That means employing effective 
prevention, detection and response technologies and 
innovative threat intelligence tools.

Software products can’t be validated 
once and assumed secure. And, likewise, 
suppliers can’t be automatically trusted.
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1. DEFENCE IN DEPTH WITH ADVANCED  
 THREAT PROTECTION 
A single layer of security just isn’t enough in a 
rapidly changing landscape where you work with 
multiple partners. With a growing attack surface 
of devices, endpoints, networks, applications and 
partners, advanced protection is vital. Defence in 
depth is a strategy that helps to build a more secure 
network by layering protection methods to minimise 
the risk of a breach. Defences include firewalls, 
antivirus solutions, authentication and encryption, 
behavioural-based detection and analysis, secure 
gateways and more. If a layer is compromised, 
defence in depth aims to give your business more 
time to deploy countermeasures and the ability 
to block any further entry. The combination of 
solutions reduces the attack surface and protects it  
from all angles. 

https://infotrust.com.au/
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Endpoint detection and response (EDR) 
solutions use machine learning to gain 
visibility, detect incidents and minimise 
the risk of attackers silently accessing 
your systems and valuable data. 

2. ENDPOINT DETECTION AND RESPONSE

While prevention is a key part of endpoint security, 
your business needs more to limit the risk of supply 
chain attacks. If an attacker does get through via your 
supply chain, you need to know how to limit potential 
damage to your business. Endpoint detection and 
response (EDR) solutions use machine learning to 
gain visibility, detect incidents and minimise the risk 
of attackers silently accessing your systems and 
valuable data. Ultimately, there is no better way to 
detect a problem than by monitoring the environment 
under attack. EDR analyses events on all devices, 
services, and cloud workloads to identify suspicious 
activity. By identifying and analysing activity over 
time using behavioural analytics, it can pick up 

on advanced and persistent attacks, shorten your 
response time and give you a chance to eliminate 
threats before damage is done. 

https://infotrust.com.au/
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3. THREAT INTELLIGENCE SHARING
As the old saying goes, a problem shared is a 
problem halved, and that is certainly the case when 
it comes to cybersecurity across your supply chain. 
Threat intelligence tools alert you when new supply 
chain attacks emerge and give you the information 
you need to understand and defend against them. 
All attacks, previous, potential, and existing, are 
analysed and enriched with intelligence so you 
have a complete picture and can deploy proactive 
countermeasures against future attacks. The 
evidence-based approach provides the context 
of who is attacking, their motivations, capabilities 
and indicators of compromise to look out for. 
Threat intelligence can then be enhanced among 
supply chain participants using SIEM, SOAR and  
API technologies. 

https://infotrust.com.au/
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4. THREAT HUNTING
Once you have integrated third-party software or 
services into your network, you need to continually 
explore the risk. Threat hunting within your supply 
chain works in the same ways as within your network, 
however, you are unlikely to catch the initial activity. 
Attacks are often discreet and lie in wait, gathering 
data and preparing the right time to strike. Proactive 
threat hunting is the art of exploring everything in 
the network that isn’t completely trusted. Threat 
hunting can help you uncover evidence of activity 
that’s already happening, gain cross-enterprise 
visibility and identify gaps in your capability to 
detect the activity sooner. The technology gives 
you visibility into threats faster and helps uncover 
complex attack chains. 

https://infotrust.com.au/
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5. CLOUD ACCESS SECURITY BROKER 
While cloud providers are responsible for 
infrastructure, you as the customer are responsible 
for the security of your applications and data. Cloud 
Access Security Brokers (CASB) aim to give you 
visibility into your cloud applications. They make sure 
that traffic between on-premises devices and the 
cloud provider complies with your security policies 
which ensures data security and compliance at all 
times. However, not only do they enable you to see 
how your approved applications are being used, but 
they give you invaluable insight into unsanctioned 
apps that may be used between your workforce and 
your suppliers and partners. Ultimately, CASB is a 
vital tool in the war against shadow IT, a business risk 
that is amplified the moment you are working with 
more people outside of your organisation. 

Ultimately, CASB is a vital tool in the war 
against shadow IT, a business risk that is 
amplified the moment you are working with 
more people outside of your organisation. 
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6. ZERO-TRUST  ARCHITECTURE 
Unfortunately, while it would be nice to be able to 
trust everyone, the opposite is better in terms of 
building your cybersecurity posture. A zero-trust 
security model helps you to overcome the limitations 
of perimeter-based security. It works by assuming 
all network activity is malicious by default and 
implements secure privileged access management. 
The result of this model is that it is much more 
difficult for potential malicious actors to gain access 
or expand access and move laterally through your 
network. Even if one of your accounts or a supplier’s 
account has been compromised, the ability to cause 
damage is restricted by the permissions assigned 
to that account. With a zero-trust architecture, you 
can collaborate with third parties and establish 
meaningful vendor relationships based on trust, 
transparency, and collaboration. 

https://infotrust.com.au/
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SECURING YOUR 
SUPPLY CHAIN 

No one wants to be the victim of a cyber attack or to 
allow an attack to happen to its partners, suppliers, or 
customers. However, many businesses aren’t placing 
enough emphasis on supply chain attacks which 
have the potential to cause significant damage. 

With supply chain attacks expected to multiply 
by 4 this year, it’s vital that you understand the 
threats across your supply chain and how to protect 
yourself. Today, security involves far more than 
protecting your own network, you need to look at 
the whole environment and extended ecosystem in 
which you operate. 

It’s vital that you understand the threats 
across your supply chain and how to 
protect yourself
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