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Email compromise has been a significant threat to 
our businesses for some time. It happens when 
cybercriminals send messages that appear to come 
from trusted sources and then trick recipients into 
disclosing sensitive information, downloading 
malware or making payments. The problem, however, 
is that email fraud is incredibly hard to detect. And 
that’s especially true for today’s attacks that use 
advanced techniques such as social engineering to 
evade traditional email security defences.

The organisational upheaval and rise in remote and 
hybrid working due to the COVID-19 pandemic 
has made the situation a lot more complicated. In 
2020, there was a 64% increase in email-based 
cyberattacks. As we all adjusted to new ways of 
working and saw chaos in the midst, cybercriminals 
saw an opportunity. Sensitive business information 
was shared more readily, with extended email 
threads instead of face-to-face communications. 
Along with a surge in targeted emails, our employees 
became more than three times as likely to click on 
malicious URLs than before the pandemic.

Along with a surge in targeted emails, our 
employees became more than three times 
as likely to click on malicious URLs than 
before the pandemic.
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Email compromise is one of the most financially 
damaging online crimes. In a recent seminal annual 
Internet Crime Report, the FBI has shown that 
socially-engineered attacks were the number one 
cybercrime by financial loss. In fact, they accounted 
for nearly half of the losses to businesses and 
consumers. And this trend seems set to follow in 
2021 and beyond, with socially-engineered attacks 
becoming more successful than other categories. 

Despite all of this, organisations are incredibly ill-
prepared to deal with the business threat of email 
compromise. While most organisations have email 
security systems in place, many critical aspects 
are missing. Traditional secure email gateway 
defences were not designed to stop attacks using 
social engineering. Furthermore, a recent report 
highlighted a staggering 80% of respondents have 
been hurt by their lack of cyber preparedness. With 
that said it is evident that businesses need a new 
approach.

While the COVID-19 pandemic may be slowing 
down in some parts of the world, the threat of email 
compromise most certainly isn’t. Cybercriminals 
will continue to find the path of least resistance to 
infiltrate our businesses and attack us where it hurts. 
To combat the threat, modern businesses need 
to implement advanced protections. In this guide, 
we’ll explain the different ways cybercriminals can 
compromise your businesses via email attacks and 
what you can do to protect against them.

of respondents have 
been hurt by their lack of 
cyber preparedness. 80%

https://infotrust.com.au/
https://www.fbi.gov/news/pressrel/press-releases/fbi-releases-the-internet-crime-complaint-center-2020-internet-crime-report-including-covid-19-scam-statistics
https://www.mimecast.com/blog/mimecasts-state-of-email-security-2021-reveals-post-pandemic-email-threats/
https://www.mimecast.com/blog/mimecasts-state-of-email-security-2021-reveals-post-pandemic-email-threats/


  +61 2 9221 5555        info@infotrust.com.au          www.InfoTrust.com.au

THE DIFFERENT 
TYPES OF EMAIL 
COMPROMISE 
If your business is going to be able to protect itself 
against advanced email compromise attacks, you’ll 
first need to understand what you’re up against. 
These days, attacks are far more complex than 
simply containing suspicious links or questionable 
attachments. They work to cleverly abuse trust, 
mislead, and evade defences. There are four main 
types that you should be aware of.

https://infotrust.com.au/
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An FBI report shows that 20% of 
employees engage with their attacker by 
responding to at least one email.

Business email compromise (BEC) attacks occur 
when cybercriminals use social engineering to 
impersonate a trusted entity. It will often be a known 
contact or brand, hoping to leverage a trusted 
relationship. Their aim is to steal money or valuable 
information. Once a socially-engineered email arrives 
in a company inbox, all it takes is for the recipient to 
open and respond to initiate an attack. An FBI report 
shows that 20% of employees engage with their 
attacker by responding to at least one email.

BEC attacks are incredibly common with new 
research from the FBI showing that they account 
for 44% of losses along with the huge reputational 
damage in its aftermath. As with all these email 
compromise techniques, the attacks rarely contain 
malicious links or attachments (the common 
indicators of compromise) which makes them 
extremely difficult to detect with traditional security 
protocols. Additionally, they use legitimate domains. 
If all you have is your secure email gateway to 
protect your business, you may be leaving yourself 
wide open. 

1. BUSINESS EMAIL COMPROMISE 
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2. VENDOR EMAIL COMPROMISE 
A new tactic that is becoming increasingly common 
is vendor email compromise (VEC). In fact, the 
percentage of companies hit with VEC attacks 
increased 119% between July 2020 and April 
2021. The attack technique often leverages stolen 
credentials to infiltrate accounts belonging to a 
supplier. These accounts are then used to monitor 
communications and gather information. Then, 
when the real target company is approached, the 
fraudulent emails are even more well-timed and 
realistic, containing information that only the supplier 
would know. 

VEC attacks are even harder to spot than BEC attacks 
because of the reconnaissance that is involved before 
the meticulously-crafted attacks take place. Supplier 
account takeovers  can be used for financial gain, to 
steal intellectual property, customer data or sensitive 
information. What all this means is that it’s vital to 
secure your supply chain. However, to achieve that, 
as with BEC attacks, you need to look beyond typical 
perimeter security and towards advanced technology 
with behavioural analysis capabilities.

Supplier account takeovers  can be used 
for financial gain, to steal intellectual 
property, customer data or sensitive 
information.
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3. SPEAR PHISHING
Phishing is the most common form of cyberattack 
in the world, but more devastating still is spear 
phishing. Where phishing aims to target large 
numbers with low-level attacks, spear phishing 
is purpose-built for a specific individual or 
organisation. With in-depth reconnaissance of the 
target, the attacks impersonate known individuals 
to win their trust but with the intention to steal 
money, information, or install malware. The attacks 
do not discriminate and can aim at pretty big 
targets within your organisation. Whale phishing 
for example, is aimed at high-level executives that 
have the most access to financial information and 
sensitive data. 

If you’re the victim of a spear phishing attack you’re 
looking at a loss in revenue, business disruption, 
legal issues, and reputational damage. Spear 
phishing emails can be incredibly hard to spot as 
they are unique compared to shotgun phishing 
campaigns that lack in personalisation. This means 
that you need to rely on more than cybersecurity 
training, firewalls, and traditional security if you are 
going to keep your business secure. 

Whale phishing for example, is aimed 
at high-level executives that have the 
most access to financial information and 
sensitive data. 
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4. ZERO-DAY PHISHING

As mentioned previously, some phishing attacks 
cast a wide net and are used over and over again. 
This makes them easy to recognise and stop in 
their tracks. However, today there is an increasing 
volume of zero-day phishing attacks. These attacks 
are different, never seen before and are created 
specifically to get past traditional defences that 
rely on threat intelligence. In fact, as many as 68% 
of all email scams are zero-day phishing attacks 
with no prior context to analyse. 

Traditional signature-based inspection relies on 
recognising previously reported attacks, which 
means that zero-day phishing is immune to its 
capabilities. While email platforms have anti-spam, 
virus and malware blocking, email filtering and even 
sandboxing, they rely on known dangers. Advanced 
email threats can still evade all of these defences. 
To protect against these well-crafted zero-day 
attacks, your business needs an advanced threat 
prevention system. 

of all email scams are 
zero-day phishing attacks 
with no prior context to 
analyse. 

68%
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MITIGATION STRATEGIES  
TO PROTECT YOUR BUSINESS 
Email compromise attacks are successful because 
they don’t contain the conventional indicators of 
compromise that our security systems expect, such 
as suspicious links or questionable attachments. 
What makes them even harder to spot, is that they 
often come from reputable domains and trusted 
entities and look incredibly authentic. With all this in 
mind, there is little traditional security systems such 
as secure email gateways can do to block attacks.

To defend against email compromise, your business 
needs a new type of email security. A state-of-the-
art email security platform with advanced threat 
protection is essential to bolster your defences. Such 
platforms use unique behaviour data science, identity 
modelling, behavioural analysis and more to stop 
emails that lack traditional indicators of compromise.

https://infotrust.com.au/


  +61 2 9221 5555        info@infotrust.com.au          www.InfoTrust.com.au

1. DEFENCE IN DEPTH
With the increasing sophistication of zero-day 
phishing attacks, a single layer of protection is no 
longer sufficient. Protection that recognises known 
indicators of compromise will fall vastly short against 
a growing attack surface. To stop advanced attacks, 
a defence in depth approach is vital. Defence in depth 
works by layering protection to reduce the attack 
surface and protect it from all angles. Advanced 
threat protection includes traditional defences, 
such as firewalls, secure email gateways, antivirus 
solutions and authentication & encryption. However, 
it also combines threat intelligence with behavioural 
data science to ensure that even never-seen-before 
zero-day attacks can be identified.

Defence in depth works by layering 
protection to reduce the attack surface 
and protect it from all angles.
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Behavioural analysis works by profiling 
emails against baselines of good 
behaviour and then detecting abnormal 
behavioural patterns

With cybercriminals using sophisticated techniques 
to try to breach your defences, you need to 
implement sophisticated technology to stop them. 
AI and machine learning enable you to analyse user 
behaviour. Behavioural analysis works by profiling 
emails against baselines of good behaviour and 
then detecting abnormal behavioural patterns. 
By detecting anomalies, sophisticated email 
compromise attacks that have evaded other layers 
can be stopped in their tracks. This is especially 
true for BEC, VEC and spear phishing attacks that 
appear to be from trusted sources but lack the 
expected identifiable relationships and behavioural 
history. Ultimately, the best way to detect a problem 
is to constantly monitor the environment under 
attack. Identity modelling, behavioural research and 
deep content analysis is key. This way you can pick 
up on advanced and persistent attacks, respond 
quickly, and eliminate threats before your business 
suffers. 

2. AI AND MACHINE LEARNING
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Zero-trust security assumes that 
all network activity is malicious and 
implements least privilege access to 
ensure everyone within your business has 
access to only the vital information to do 
their jobs.

3. ZERO-TRUST APPROACH
To protect against email compromise, you can’t 
afford to trust anyone. That is because these more 
modern attacks masquerade as known entities and 
appear to be trustworthy. And you can’t expect your 
employees to spot attacks either. While education 
is vital, lapses in judgement and concentration are 
human nature. The answer is to build a zero-trust 
security model that takes your security far beyond 
the confines of perimeter-based security. Zero-
trust security assumes that all network activity is 
malicious and implements least privilege access to 
ensure everyone within your business has access to 
only the vital information to do their jobs. With this 
approach, it is much harder for cybercriminals to 
access your business or to move laterally within it, if 
they have found a way in. This also helps you manage 
the risk of VEC by collaborating with your vendors, 
contractors, and partners to create relationships 
based on transparency and collaboration. 

https://infotrust.com.au/
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A NEW APPROACH  
TO EMAIL SECURITY 
To keep up with the evolving threat landscape 
your business will need a new approach to 
email security. InfoTrust can help you to build a 
robust strategy and implement industry-leading 
technology to stop socially engineered attacks in 
their tracks. To find out more, contact us today to 
arrange a demo of an AI and behavioural-based 
solution that provides comprehensive email 
protection, detection, and response. 
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